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SECRET 

PAGE 01 STATE 158184 
ORIGIN NODS-OO 

INFO OCT-01 ISO-OO /001 R 

DRAFTED BY EUR/SOV:SMCCALL:ACH 
APPROVED BY EUR:WHLUERS 
S/MS:MDSHULMAN 
S Y : VERNE ST. MARS 
NSC:RBARTHOLOMEW 
S/S-0:TGMARTIN 

014868 212244Z/61 

O 212217Z JUN 78 ZFF6 
FM SECSTATE WASHDC 

TO AMEMBASSY MOSCOW NIACT IMMEDIATE 
INFO WHITE HOUSE IMMEDIATE 0357 

SECRETSTATE 158184 

NODIS 


Message Text 


E.O. 11652: XGDS-2 

TAGS: ASEC 

SUBJECT: TECHNICAL PENETRATION - OPPOSITION ACTIVITIES 

REF: MOSCOW 14311 MOSCOW 14313 

EMBASSY SHOULD ENSURE THAT WATCH IS ALERTED AND EQUIPPED TO 
DOCUMENT ON FILM IF AT ALL POSSIBLE ANY INTRUSION BY SOVIET 
PERSONNEL INTO EMBASSY TERRITORY. EMBASSY SHOULD STRICTLY 
AVOID ANY PHYSICAL REACTION TO SUCH INTRUSION IF ATTEMPTED 
AND CAUTION PERSONNEL NOT TO BE DRAWN INTO SUCH A 
SITUATION. DEPARTMENT DOES NOT RPT NOT FAVOR ATTEMPT TO 
FILL CHIMNEY WITH RUBBLE AT THIS TIME. IF SOVIETS INTEND 
TO PERPETRATE ANY SUCH GROSS INTRUSION WE WANT TO DOCUMENT 
SECRET 

SECRET 

PAGE 02 STATE 158184 

IT, BUT NOT PROVIDE SOVIETS EVEN FLIMSY PRETEXT TO CHARGE 
ANY PROVOCATION ON OUR PART. VANCE 
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Message Attributes 


Automatic Decaptioning: X 
Capture Date: 01 jan 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: SURVEILLANCE, PROPERTY PROTECTION, PHYSICAL SECURITY, INSTRUCTIONS, EMBASSIES, BUILDING DAMAGE, 
DIPLOMATIC PERSONNEL, CAT-B 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 21 jun 1978 
Decaption Date: 01 jan 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE158184 

Document Source: CORE 

Document Unique ID: 00 

Drafter: SMCCALLACH 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Expiration: 

Film Number: P8901 06-0983 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t19780633/aaaabdcb.tel 

Line Count: 57 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 5d2e3984-c288-dd1 1-92da-001cc4696bcc 

Office: ORIGIN NODS 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: NODIS 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: NODIS 
Reference: 78 MOSCOW 14311, 78 MOSCOW 14313 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 28 jun 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2258926 
Secure: OPEN 
Status: NATIVE 

Subject: TECHNICAL PENETRATION - OPPOSITION ACTIVITIES 
TAGS: PINS, ASEC, UR, US 
To: MOSCOW WHITE HOUSE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/5d2e3984-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 
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